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Staff Computer / Internet Acceptable Use Handbook
Code of Conduct for Employees of the GBSD

while using the district’s instructional technology and
electronic communications systems

I.  Computer/Internet Conduct

A. Using the district's system for commercial or political activity is prohibited.

B. Personal use of the district's system is allowed for authorized purposes
only.

C. The individual in whose name a system account (including email, file server
access, database server access, etc) is issued is responsible at all times for its
legal (use must conform to municipal, state and federal law), ethical (use
must conform to the ethical standards established for educators, see Oregon
Administrative Rules, Chapter 584, Div. 020 – The Ethical Educator), and
appropriate (use must conform to the policies and procedures of the GBSD)
use.

D. System users shall protect their login and password information from being
compromised. System users shall alert their tech rep or administrator if they
think someone has discovered their password or if they detect that an
intruder has accessed their personal data.

E. System users shall not transmit, publish or display on the district's system
any knowingly inaccurate, inflammatory, and/or objectionable material.

F. System users shall not promote any activity prohibited by district policy,
state or federal law, including the use of tobacco, alcohol or controlled
substances, gambling, illegal use of weapons, execution of hate crimes, illicit
sexual activity, etc.

G. Transmission of material, information or software in violation of any district
policy, local, state or federal law is prohibited.

H. System users identifying a security problem on the district's system must
notify the appropriate tech rep, principal or district coordinator.

I. System users may not use another individual's system account without that
person’s knowledge and consent.

J. Attempts by unauthorized staff members to log onto the district's restricted
data systems may result in disciplinary action up to and including
dismissal.

K. System users may use real-time conference features, such as Internet relay
chat only as approved by the school principal and, if approved, only for
educational purposes.
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L. System users will maintain electronic mail in accordance with the
established “netiquette” guidelines, listed below:

1. Never forget that the person receiving your email is a human being
whose feelings can be hurt.  Be careful with humor and sarcasm.

2. Brevity is the soul of email.
3. Use descriptive subject headings in your messages so that your

reader can determine the topic of your message.
4. Email is NOT private. While the contents of email messages are not

monitored, sometimes routine maintenance can result in something
being viewed.

5. Use the "Reply" option carefully.  You may end up sending your
response to everyone who received the original email.

6. Delete messages from your mailbox regularly.  If you allow messages
to remain, particularly those with attachments, it can bog down the
system.

7. Don't use the district network for commercial or profit-making
ventures.

8. Don't send an email directly to large groups (i.e., groups larger than
those already created in the e-mail system).  Doing so will cause the
system to bog down.

9. Don't transmit files larger than 5 MB to and from the Internet during
the regular school day.  Instead, wait until after school hours to do
so.

10. Don't send files/attachments larger than one MB through the email
system.

11. Typing in all caps is the same as shouting in email messages; avoid
using all caps.

M. Use only properly licensed software, audio, or video media purchased by
the district or approved for use by the district.

N. Staff members may install and use software programs they personally own
on school computers only if the following provisions are met:

1. Proof of licensing is kept on-hand.
2. Prior approval to install is obtained from the staff member’s

supervisor.
3. The program is removed from the school computer when the staff

member is done with it.
4. The installed program does not interfere with the use of district

–approved programs.
5. The staff member provides all technical support to maintain the

program.

O. System users must obey copyright and fair use laws. System users are
responsible for determining if content or a program is in the public domain.
Users may refer to the district’s official media handbook (available in
district libraries) for more information on copyright laws.
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P. The district assumes no responsibility or liability for any charges made
while using the electronic communication system.

II.Telephone System

A. Using the district's system for illegal, commercial, or political activity is
prohibited.

B. Personal use of the district's system is allowed for authorized purposes
only.

C. System users will maintain voice mail in accordance with the established
etiquette guidelines, listed below:

1. Listen to and act on your messages promptly.
2. Delete heard messages frequently.
3. Memorize your password or keep a record of your password in a

secure place.
4. When sending messages, make them short (less than one minute)

and to the point.
5. Record a greeting in your own voice so that the caller does not get

the default system greeting.
6. Update your greeting regularly, especially for vacation periods or

extended absences.
7. Always listen to your recordings after making them to make sure

they are accurate.
8. Greetings should be informative, brief and as current as possible.
9. Encourage the caller to leave a private, detailed message.
10. Tell callers why you cannot take calls
11. Keep your message short (no longer than 15 seconds).
12. Assure callers that you will respond to their message.
13. Tell callers how to reach a "live" person they can speak with.
14. Report problems immediately to your supervisor.
15. Speak clearly, evenly and keep your voice volume up.
16. Leave your name and telephone number.
17. State the purpose of your call.
18. Stay focused; long, rambling messages can be confusing and

irritating to the listener.
19. Follow the call coverage policies for your school.

III. Information Content

A. System users are advised that use of the district's computer system may
provide access to other electronic communications that may contain
inaccurate and/or objectionable material.

B. The district does not condone the use of objectionable materials.  Such
materials are prohibited in the school environment.
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C. Staff knowingly bringing prohibited materials into the school environment
may be subject to disciplinary action in accordance with the district's policy,
applicable administrative regulations, and collective bargaining agreements
for discipline and dismissal.

D. Opinions, advice, services and all other information expressed by system
users, information providers, service providers or other third party
individuals in the system are those of the providers and not the district.

E. System users may order education-related services or merchandise from
other individuals and agencies that may be accessed through the district's
system. Authorization for such activities should be obtained from one’s
supervisor prior to doing so. Non-educational buying and selling is not
allowed.

F. All matters concerning merchandise and services ordered including, but not
limited to, purchase terms, payment terms, warranties, guarantees and
delivery are solely between the seller and the system user.  The district
makes no warranties or representation whatsoever with regard to any
goods or services provided by the seller.

G. District staff and administration shall not be a party to any such transaction
or be liable for any costs or damages arising out of, either directly or
indirectly, the actions or inactions of sellers.

IV. Using the Internet with Students

A. Teachers must monitor all student use of computers and the Internet.

B. Teachers who wish to have students use the Internet must review
acceptable use guidelines with students prior to the student going online.
These guidelines are found in the Computer/Internet section of the student
rights and responsibilities handbook.

V. Web Publishing

A. The principal, or his/her designee in the role of web editor, is responsible
for ensuring that all content placed on the school website is of high quality,
accurate, and complies with the guidelines found in the web publishing
handbook.

B. Web content or features produced by staff or students must receive prior
approval by the web editor prior to being published on the school website.

C. All web authors must be familiar with the appropriate procedures for web
content and publishing, which are found in the web publishing handbook.


