
 
 
 
 
 
                 
 
                
  
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
  

Legal & Policy References 
• 34 CR 99.64 Family 

Education Rights and 
Privacy Act – FERPA 

• Health Insurance Privacy 
Accountability Act – HIPAA 

• Oregon Revised Statutes: 
336.187, 107.154, 
30.864, 40.245 

• Oregon Administrative 
Rules: 581-021-0210-581-
021-0440, 166-415-0010, 
581-022-0220 

• Board Policies: JO / JO-
AR, IJA 

• TSPC Teaching Standards 

• Parent/Student 
Information, Rights and 
Responsibilities Handbook 
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What Happens When a 
Student’s Confidential 
Information is Divulged? 
Failing to respect and protect the 
confidentiality of students and their families 
not only erodes public trust in the 
professionalism and ethics of the district and 
its employees, it puts the involved employee 
at grave risk of both disciplinary and legal 
action. 

Any employee who divulges confidential 
information without prior written consent of 
the parent (or student, aged 18 and older) is 
susceptible to civil suit filed by the parents 
and/or adult student against that employee. 
The employee is not protected by the 
Gresham-Barlow School Distict’s liability 
coverage when found he/she negligently 
divulged confidential information about a 
student.  Financial renumeration could be 
sought by the parent/student and awarded by 
the court. 

Additionally, the employee runs the risk of 
being reprimanded by his/her supervising 
administrator. 

 
 
 
 
 

 

For All Employees 
of the Gresham-

Barlow School 
District 

Discussion Questions: 

Is discussing a student concern in the staff room or 
hallway compliant with these regulations? 

What should I do if a parent volunteer asks 
questions about a student in my class? 

What should I do if I am asked to write a letter of 
recommendation for a student? 
 
May last year’s PE teacher be given information 
about a student he/she no longer has enrolled in a 
class? 
 
May I give student information beyond the directory 
information to a stepparent, advocate or attorney? 

Confidentiality 
of Student 
Information 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Keep student information cupped 
securely in your hands. 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
  

Confidentiality of 
Student 
Information 

When parents send their children to 

school, they trust that any information 

about their child is held in the strictest 

confidence and is protected according to 

law.  We have a responsibility to that 

public trust and the law to preserve and 

protect the confidentiality of every 

student and his/her parents and family.  

Protection of information about students 

and their families is a right described in 

federal and state law as well as in the 

Oregon Teaching Standards and Gresham-

Barlow School District Board policy.   

Therefore, protecting information about 

students and their families is a vitally 

important aspect of your work. 

 

Ask yourself, “What information 
would I want another person to know 
or have about my own child or me?” 

 

 

 

 

 

 

What Student Information is 
Protected Information? 
All information about a student is protected.  
This includes information in the student’s 
permanent record, grades and progress reports, 
attendance, individualized education plan or 
other specialized learning plan, behavior and 
disciplinary information, testing and assessment 
results, physical and mental health, and 
participation in special programs, activities or 
events.  This protection includes written, orally 
and electronically transmitted information 
pertaining to the student, which includes email 
communications. 

The employee’s responsibilities include:   

1. Seeking consultation with appropriate 
professional (e.g. administrator or legal 
counsel) when considering disclosure of 
confidential information; and  

2. Maintaining and securing records necessary 
for providing instruction and/or services as 
required by laws, district procedures, and 
confidentiality guidelines.  Student 
information stored and transmitted 
electronically is treated with the same care 
as traditional student records. 

Note:  For parental or legal requests for records, 
all records, including email communications and 
working files that are not in the sole possession 
of the author and have been shared with 
someone else, must be provided as part of the 
record (Exclusion:  Child Abuse Reporting). 

 

 

 

Protected information cannot be 
divulged except to persons with the 
“need to know” 

All employees must adhere to laws, policies, and 

ethical standards pertaining to confidentiality.  

This confidentiality must not be abridged except 

in the following situations: 

1. Making a report of suspected  

 Child abuse 

 Neglect or  

 Sexual abuse  

of a child to the Department of Human 
Services and/or law enforcement, which is 
required by law. 

2. When subpoenaed by the courts and required 

to testify by the presiding judge. 

3. Releasing student records to the parent or 

adult student when requested by them to do 

so (see note).  

4. Providing necessary information to a district 

employee with a legitimate educational need 

to know (defined below). 

5. Directory information may be divulged to 

specific organizations for specific reasons (see 

Board policy). 

Legitimate Educational Interest means:  A licensed 

staff member having the student in class, the 

student’s counselor or other licensed or non-

licensed staff due to special referral or 

participation in staffing, programming or case 

review of a specifically named student. 


